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Potential scale of impact

★ ★ ★ ★

Certainty of outcome

★ ★ ★ ★

Predict	Sources Date
10

TRUSTED 
DIGITAL IDENTITY


An ideal digital identity 
solution should be 

Personal, Persistent, 
Portable and Private

Over 4.5 billion people use the internet - and data regarding our identity and behaviour 
online have become the fuel of the digital economy, enabling provision of increasingly 
personalised offerings and value creation. Users’ trust in how companies and organisations 
handle this sensitive data is increasingly at the heart of consumers’ overall brand experience.


Digital Identity is the key to building that trust, allowing innovation to flourish with improved 
data access while protecting and sharing our privacy to only the trusted few. An ideal digital 
identity solution should be Personal, Persistent, Portable, and Private - but as things currently 
stand, identities are too often fragmented across different identity providers, brokers, and 
service providers. 


An emerging design principle that sets the bar for user privacy is the concept of self-
sovereign identity (SSI) which aims to create a high level of trust by putting the control and 
generation of identity credentials back in the hands of the user. Users are able to decide with 
whom and how much of their data is shared, have full transparency and access to their data, 
and are able to transport identity credentials across entities without the problem of vendor 
lock-in. 


Increasingly, SSI principles are adopted on different levels in the development of digital 
identity solutions. It is a key platform (for example) for Estonia’s e-ID scheme which offers 
citizens the ability to vote, pay taxes, set up companies, access almost all public services as 
well as private services online. Through the cryptographic data exchange protocol that 
connects across the ecosystem, all actions and access to citizen identity data are logged, 
viewable through a central portal. Along with supporting legislations to protect user privacy, 
this creates a high level of trust and user ownership over individuals’ data. 


In this age where calls for open data sharing converge with those demanding user privacy 
and protection, SSI principles emphasise the need for trust goes both ways. As secure digital 
identity solutions become the new gateway to our wealth of data, we, the consumers, and 
ultimately to whom the identities belong, should remain at the centre stage.
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